Internet and email
This talk will cover using the Internet :

· What are the risks?

· To view websites
· To access email

· Firewall, Antivirus, and other software that you should use
· Keeping safe while using the Internet 

What are the risks?

Of all  the people in the world, no one is after money from Ken Tew, in Ipswich, in the UK but there are people and organisations who are after money from anyone in the UK (and other selected countries) that they can catch with a scam.  They range from individuals to the Mafia, from Russia, China the far east and many other places.

They know that UK Internet Service Providers have a range of Internet Addresses that their customers use, and a connection from your PC to the Internet is a two-way communication, so the Internet has a connection with YOUR PC.  They also know that PCs are used to access Bank Accounts, via the internet, so, IF you can capture all that goes on, on a PC, you can capture the necessary information to have your own session with the PC Owner's Bank Account.
The nefarious options are:
· Capture all that is typed, and have the PC Report it via the Internet.    This is called 'Key Catching' and is why banking sites have a mix of typed information, and information that is selected from a drop-down list.

· Search the PC Hard Disk for a file called "Password" or "Passwords".  Then send the file.
· Search the PC Hard Disk for the word "Password" in any file. then send the file that contained it.

How can someone do this?
· Access a PC via the Internet.

· Publish a virus which will do the work for the person.  Viruses can be installed on a PC:

· By an attachment in an email, 
· Downloaded in a file such as from a music sharing website like Limewire,
· Downloaded as a program which you thought would be 'good to have'.  More that once I've heard of people downloading a program which would increase their PC Security, only to find that it was a malicious program, (which is called MalWare).
· Share a virus infected file using a memory stick.
You need to keep your PC free from viruses with Anti-Virus Software, and free if illicit connections via the Internet, by using a FireWall.
Viewing Websites

Most computers come with Internet Explorer as the application to access the Internet.  The first piece of advice is to stop using it and use Firefox.  (This is a free download, available from http://www.mozilla-europe.org/en/firefox/.)
I recommend that when you download programs, that you always put them in a folder called "_My programs" in your "My Documents" folder, and then in a sub-folder, with the program name.  So to start with let's create the "_My Programs" Folder.

· Go to "Start > My Computer > Kens Documents

· On the new window, go File > New > Folder
· Type (without the quotes) "_My Programs", and press Enter
While we are here, we may as well create the folder that we'll need for Firefox.
· Double-click "_My Programs", and then,

· Go File > New > Folder

· Type (without the quotes) "Firefox", and press Enter

Now were ready to download Firefiox.
Using Internet Explorer, 
· type http://www.mozilla-europe.org/en/firefox/into the Web Address box
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Pick on the large Download button and when you get the next window pick "Save File".
· Navigate the window to Your Documents/_My Programs/Firefox

· Click Save
· Finally,run the program by Double-Clicking on the file "Firefox Setup 3.6.3.exe"
· Follow the prompts, accepting the pre-selected choices and keep clicking "Next, and finally "Finish".
You've now installed Firefox 
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Phishing
For as much as criminals try to rob banks, getting people to give their Bank Details is (for a criminal) much easier.
The following is an email which claims to be from your bank, and tells you to click on the link.  

Real Banks never send such emails, but we'll follow this one to see what happens.  Firstly the email:  The text is copied below.

Phishing eMail:
Dear Customer,

We recently reviewed your account, and suspected that your Halifax Bank account might have been accessed by an unauthorized third party.

Due to this, you are requested to follow the provided steps and confirm your Online Banking details for the safety of your Accounts.

Verify Account

However, Failure to do so may result in temporary account suspension. 
*Important*
Please update your records on or before 48 hours, a failure to update your records will result in a temporal hold on your funds.

If you hover the cursor over the hyperlink, in the bottom line of your email window, you'll see Web Address of the web page that the email is wanting to take you to:

http://forums.ffshrine.org/signaturepics/apache/index.php
Firefox will display the window on the next page.  This is why we use Firefox.  Internet Explorer would have taken you to the phishing website without a warning.
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displays when you go to a phishing web site:

Internet Shopping

The biggest question when it comes to Internet Shopping is, "Which Web Sites can you trust?".

The answer comes in several parts.  You can usually trust:

· The web sites of high street stores and banks that you know (but make sure that you get the web address from the shop paperwork.
· The web sites that you see advertised on TV (e.g. www.gocompare.com, www.uswitch.com, ).

· The web sites of well known Internet companies, (e.g. www.amazon.co.uk, www.smile.co.uk, 

Beware of: 
· Shops that you find in a list of sites in a Google Search.  Almost all will be respectable, but the problem is avoiding the rogues.  (If they have a land-line, not mobile, phone number, you can phone them and talk to them.)
· Internet Ticket Selling sites.  There will be a genuine one, but the problem is finding it amongst the rogues.
· Offers that are better than everyone else.  It's an old maxim, but still true, "If it looks too good to be true, it probably is.
I keep a separate Credit Card for internet shopping, so that I've a much smaller list of transactions to look through to find if someone has abused my trust.
Most shops require that you register before you can purchase anything.  Normally, this involves your email address, (so that they can confirm your order and when it's sent) and a Password.  I recommend the following rules for passwords: 
· Never use the same password one more than one site.
· You'll probably need to keep a list of your passwords.  Use a notebook to keep a record of the Site address, email address, password, and any other information that you enter.  And keep the notebook safe!  And keep it away from the PC unless you're using it!
· The correct length for a password is about 11 - 13 characters.  Shorter is convenient for you, and also for a thief.
· A password should include at least one of the following:

· An upper case letter

· A lower case letter

· A number (0 - 9)

· Other security tips are:

· Never give your mother's real maiden name, nor other family names.  (There are too many Family Tree websites for this to be secure.)
· Your real School information, including teacher's names.  (This gets shared on sites such as Friends Reunited.)

· Don't use family names 

· Memorable dates can be in the future

· Never pick answers that you might talk about, (e.g. pet's names)

· Banks have rules about keeping passwords and PIN numbers secure. Find out what your Bank's rules are, and stick to them.

Some sites retain your credit card number, billing address, delivery address, etc. so that you can shop there again easily next time.  If your password isn't secure, you could find your account hijacked.
Email

With the advent of always-on Broadband, web based mail is now a good alternative of the traditional 'separate email programs.
Gmail (available at www.google.co.uk).  It's really easy to create a gmail account.  (Just remember when you get to the Security question, to select your own question, and the answer doesn't need to be the 'correct' answer to the question.  

(e.g. "When was the battle of Hastings?" - 13 March 2013)
We've already discussed emails that try to get you to use a fraudulent website, but emails also circulate to try to get money from you by deception.  Two common examples are:
· An email saying that the sender has knows of a source of  money, but needs someone outside his country to help them to access it.  After they've got your bank details or your first payment, there will be other, growing, payments, but you'll never get any money back.
· A hard luck story.  There's a wonderful one of a Russian lady who has been let down by a man who promised to buy her a plane ticket, so that she could come to his country and they could be together, but now she's got the Visa that she needs, he's told her that he's already married, and she's heard that you would be good to meet, and she's already got the Visa, and all she needs is the money for the plane fare.  (If you look on the Internet, you'll find lots of requests from men asking how they can get back the money that they've sent, but the lady hasn't come to be with them.
Firewalls
When you connect your PC to the Internet, it's like making a phone call.  You can access the internet, and (other users of) the Internet can access your PC.  A firewall is a program which helps to keep your PC Secure against people trying to connect to your PC and find your security information, bank account information, etc.
Windows Xp, Vista and Windows7 all have a Firewall installed, but a better one is Zone Alarm, which can be downloaded for free from www.ZoneAlarm.com.  It is sometimes important to look carefully to get the free version, as they are keen to sell a version if they can.  Download the program, just as instructed at the start to download Firefox, and then run the program to install it.

AntiVirus

Since the start of PCs, people have written malicious programs to delete data, and in some cases to wreck PC hard drives.  The pre3ventative measure is Anti Virus sofware.

The recommended program is Avast, which is available from www.avast.com.  Again, there's a Free version which you need to find, download and then run to install.

Anti-Spyware

 When you view websites, they commonly leave small pieces of information on your PC, called 'Cookies'.  Usually, these are innocent and help the website to interact with you, such as writing, "Welcome", on your first visit, and "Welcome Back" on subsequent visits.  However, some websites try to leave malicious programs on your PC to try to capture information that you have entered on websites (such as passwords).
The solution is Anti-Spyware programs such as Spybot, which is available free from http://www.safer-networking.org/en/download/ .
Again download and run the program to install it.  Unlike the Firewall and Antivirus programs, you need to run this on a regular (weekly or monthly) basis to keep your PC clean.
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